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Privacy Security Framework Design for Electronic Medical Records
Using Web Services in Narathiwat Province
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Abstract

The main objective of the paper consist of 1) to design security framework for exchanging the
personal health information in Narathiwat province via web services, 2) to evaluate the security framework
of web services that designed to protect personal health information based on the National Health ACT, B.E.
(2007) and the security in accordance with Official Information ACT, B.E.(1997) Security framework
designed using web services included of comprehensive security of information in three methods: (1) the
first method introduced the confidentiality by authenticating the identification number that stored in the
personal records and verified by the client key using the protocol secure sockets layers status identification
and authentication, (2) the second method assigned the integrity of data by setting health information for
exchanging and retrieving information using PHP Slim framework and (3) the last method deployed the
availability by identification and authorization. From the experimental results, the public health services
could exchange information between service units using this proposed security framework design based on
REST technology which was tested in 9 functions.

Keywords: Web service ,Security framework , Electronic medical personal record
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